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ARTICLE INFO ABSTRACT

Cyber forensic analysis involves reconstructing event sequences from heterogeneous and often
Article history: unreliable digital evidence. In adversarial environments, such evidence may be incomplete,
Received 01 May 2026 noisy, or deliberately manipulated, making traditional deterministic and probabilistic
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) X framework for cyber forensic evidence reconstruction. The approach models evidence using
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fuzzy representations of confidence and uncertainty, and formulates reconstruction as a
nonlinear optimization problem that integrates evidence support, uncertainty penalization, and
inconsistency minimization. A novel inconsistency modeling mechanism is introduced to
capture contradictions among evidence sources. To solve the resulting optimization problem,
an adaptive hybrid metaheuristic combining Differential Evolution and Grey Wolf Optimization
with fuzzy control is developed. The framework demonstrates improved robustness and
consistency under adversarial perturbations, providing a reliable approach for cyber forensic
reconstruction in uncertain environments.
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limitations in adversarial settings. In particular, cyber
1. INTRODUCTION evidence often originates from heterogeneous sources

The rapid proliferation of digital systems has led to an such as system logs, network traces, and user activity

exponential increase in cyber incidents, ranging from records, which may be inconsistent or partially

corrupted. Moreover, attackers can deliberately
introduce ambiguity through log tampering, deletion,

insider threats to sophisticated multi-stage attacks. In

such environments, digital forensics plays a critical

role in reconstructing event sequences, attributing or injection of misleading events, thereby undermining

classical inference mechanisms.
Fuzzy logic-based approaches have been explored to

malicious actions, and supporting legal and

organizational responses. However,  forensic
address uncertainty in cyber forensic analysis. These

methods provide a flexible mechanism to represent
partial truth and ambiguity through membership

reconstruction in cyber systems is inherently
challenging due to the presence of incomplete, noisy,

and potentially manipulated evidence.

Traditional forensic analysis methods rely on functions. However, existing fuzzy frameworks

deterministic reasoning or probabilistic inference typically focus on isolated evidence evaluation and

frameworks. While these approaches are effective lack a principled mechanism to model inter-evidence

under well-defined conditions, they exhibit significant inconsistency and adversarial perturbations. As a
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result, they fail to provide robust reconstruction in
complex and hostile environments.

In parallel, optimization-based methods have been
employed to infer attack paths and reconstruct
scenarios by searching over feasible solution spaces.
While these methods offer improved flexibility, they
often treat uncertainty in a superficial manner and do
not explicitly incorporate inconsistency or resilience
the objective
Furthermore, standard metaheuristic algorithms suffer

considerations  into formulation.
from instability and premature convergence when
applied to highly uncertain and noisy forensic data.

To address these limitations, this chapter proposes a
Resilience-Aware Fuzzy Optimization Framework for
cyber forensic evidence reconstruction. The central
idea is to integrate fuzzy evidence modeling,
inconsistency quantification, and robustness against
adversarial perturbations within a unified optimization
forensic

paradigm. Specifically, formulate

reconstruction as a nonlinear optimization problem

weE

that simultaneously maximizes evidence consistency,
minimizes uncertainty, and penalizes contradictions
among evidence sources.

The proposed framework introduces

contributions:

three key

e Resilience-aware fuzzy evidence modeling: A
structured representation of forensic evidence
incorporating both confidence (membership)
and uncertainty (spread), enabling robust
handling of incomplete and noisy data.

e Inconsistency-driven objective formulation: A
novel inconsistency functional that explicitly
penalizes contradictory evidence, ensuring
coherent reconstruction of forensic scenarios.

e Adaptive  fuzzy  hybrid  optimization
algorithm: A resilience-aware  hybrid
metaheuristic combining Difterential

Evolution and Grey Wolf Optimization,
augmented with a fuzzy control mechanism
for dynamic parameter adaptation under
uncertainty.
Extensive experiments on real-world and adversarial
datasets demonstrate that the proposed approach
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achieves superior reconstruction accuracy, improved
consistency, and enhanced robustness compared to
existing methods.

The chapter is organized to progressively develop the
proposed framework from conceptual foundations to
practical validation. Following this introduction, the
next section critically reviews existing approaches in
cyber forensics, fuzzy modeling, and optimization,

highlighting their limitations under adversarial
uncertainty.
Subsequently, a resilience-aware fuzzy evidence

modeling framework is formulated, where uncertainty,
inconsistency, and adversarial perturbations are
explicitly incorporated into a unified optimization
objective. This is followed by the development of an
adaptive hybrid optimization algorithm that integrates
Differential Evolution and Grey Wolf Optimization
with a fuzzy control mechanism for dynamic
parameter adaptation.

The effectiveness of the proposed approach is then
validated through comprehensive experimental
evaluation on real-world and adversarial datasets,
including robustness and ablation analyses. Finally,
the chapter concludes with key findings, limitations,

and directions for future research.
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Figure 1: Proposed Framework
As illustrated in Figure 1, the proposed framework
integrates fuzzy evidence modeling, inconsistency
quantification, and adaptive optimization to enable
reconstruction under adversarial

robust forensic

conditions.
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2. RELATED WORK

Cyber forensic analysis has evolved significantly in
response to the increasing sophistication of
cyber-attacks and the growing complexity of digital
infrastructures. Existing approaches can be broadly

categorized into probabilistic inference methods,

graph-based  reconstruction  techniques, fuzzy
logic-based  models, and  optimization-driven
frameworks.

PROBABILISTIC AND STATISTICAL
APPROACHES

Probabilistic models, particularly Bayesian networks,
have been widely employed for cyber forensic
inference and attack reconstruction. These approaches
model causal dependencies among events and estimate
posterior to

scenarios.

probabilities identify likely attack

While effective well-structured
environments, their performance deteriorates in the
presence of incomplete, noisy, or adversarially
manipulated data. Moreover, the reliance on accurate
prior their applicability
real-world forensic settings, where such information is

in

distributions  limits in
often unavailable or unreliable.

Statistical and machine learning-based methods have
also been extensively explored for anomaly detection
and intrusion analysis (r12?; r20?). Although these
techniques demonstrate strong performance in
identifying suspicious patterns, they are primarily
designed for detection rather than reconstruction. In
addition, their lack of interpretability poses significant
forensic where

challenges in investigations,

explainability and evidential consistency are critical.

GRAPH-BASED
RECONSTRUCTION

FORENSIC

Graph-based approaches represent cyber events as
nodes and their relationships as edges, enabling
structured modeling of attack paths and dependencies.
These methods facilitate multi-stage  attack
reconstruction and provide valuable insights into the
progression of adversarial activities.
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Despite their structural advantages, traditional
graph-based models are inherently deterministic and
lack the ability to represent uncertainty and ambiguity
in evidence. Extensions incorporating probabilistic or
weighted graphs partially address this limitation;
however, they still do not provide a principled
mechanism for handling conflicting or contradictory
evidence. Furthermore, such models are not inherently
robust to adversarial manipulation, which can
significantly distort graph structures and inference

outcomes.

FUZZY LOGIC-BASED MODELS

Fuzzy logic has been widely adopted to model
uncertainty and imprecision in cyber security
applications, including intrusion detection, risk
assessment, and forensic reasoning. By representing
evidence using membership functions, fuzzy systems
enable flexible handling of partial truth and
ambiguous information.

However, existing fuzzy approaches are typically
based on rule-driven aggregation mechanisms and
often treat evidence independently. This limits their
ability to capture inter-evidence relationships,
particularly in scenarios involving conflicting or
inconsistent information. Moreover, conventional
fuzzy frameworks do not explicitly account for
adversarial perturbations, making them vulnerable in
hostile where evidence may be

deliberately manipulated.

environments

OPTIMIZATION-BASED METHODS

Optimization
algorithms,

techniques,
particle

including genetic
swarm  optimization, and
differential evolution, have been applied to cyber
forensic reconstruction and attack path inference.
These methods formulate reconstruction as a search
problem over a feasible solution space, enabling
flexible exploration of possible event configurations.

While optimization-based approaches offer scalability
and adaptability, they often lack a rigorous integration
of uncertainty and inconsistency into the objective
formulation. In many cases, uncertainty is treated
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implicitly or through simplistic penalty terms, which
are insufficient for capturing complex forensic
scenarios. Additionally, standalone metaheuristic
algorithms are prone to premature convergence and
instability when applied to highly uncertain and noisy
data.

Hybrid optimization frameworks have been proposed
to improve performance by combining complementary
search strategies. However, many such approaches are
constructed heuristically, without a clear theoretical
linkage between the optimization mechanism and the
underlying forensic modeling requirements. This
limits their interpretability and robustness
adversarial settings.

in

RESEARCH GAP AND POSITIONING

The above discussion highlights several critical

limitations in existing approaches:
e inadequate modeling of uncertainty under

adversarial conditions,

of
inter-evidence inconsistency,

e weak integration between fuzzy reasoning and
optimization-based reconstruction,

e absence explicit quantification of

e limited robustness against manipulated or
incomplete forensic evidence.

To address these challenges, this chapter proposes a
unified framework that integrates fuzzy evidence
modeling, inconsistency-driven optimization, and
resilience-aware algorithmic design. Unlike existing
the proposed approach
inter-evidence contradiction

methods,
incorporates
objective functional and employs an adaptive hybrid
optimization strategy to ensure stable and robust
reconstruction under uncertainty.

explicitly
into the

This positioning establishes a clear distinction from
prior work and contributes toward advancing cyber
forensic analysis in adversarial environments.

3. FUZZY EVIDENCE MODELING
FRAMEWORK
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In cyber forensic analysis, evidence is inherently
uncertain, incomplete, and potentially manipulated.
Classical deterministic or probabilistic frameworks
fail to adequately capture this uncertainty, particularly
under adversarial conditions. To address this
limitation, we propose a resilience-aware fuzzy
optimization framework that models evidence
strength, uncertainty, and inter-evidence consistency
within a unified formulation.

3.1 PRELIMINARIES

This section introduces the basic notation and
concepts used throughout the chapter. The focus is on
establishing a consistent mathematical framework for

fuzzy evidence modeling and optimization.
3.1.1 NOTATION

Let E = {e €y en} denote the set of forensic

evidence obtained from heterogeneous sources. A
candidate forensic scenario is denoted by X€X, where
X represents the feasible solution space.

For each evidence element e,we define:

1 (OE(0, 1:

confidence,

membership  degree  representing

oi(X )E[O, 1]: uncertainty measure,

T temporal attribute.

3.1.2 FUZZY EVIDENCE REPRESENTATION

Each evidence element is modeled as a fuzzy tuple:
ei = (ui' Gi' Ti)
where W, captures reliability and o, reflects ambiguity

due to incomplete or noisy observations.

3.1.3 INCONSISTENCY MODELING

Inconsistency arises when evidence elements

contradict each other under a given scenario. For two

evidence elements e, and e the pairwise

inconsistency is defined as:
W00 = w k(0 = kOIS, ()
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Emerging Trends in Science & Technology Vol-I

where WUE[O, 1] represents interaction strength and
8ij(X ) encodes logical or temporal conflicts.
The global inconsistency is given by:
n n
Y =3 3 W00
i=1j=i+1
3.1.4 OPTIMIZATION OBJECTIVE

The forensic reconstruction problem is formulated as:

e 1O

where J(X) integrates evidence support, uncertainty

penalization, and
defined in Sectionl.

inconsistency minimization as

3.1.5 ADVERSARIAL PERTURBATION MODEL

Let €, denote perturbations introduced by adversarial

manipulation. The perturbed membership is:
=Wt

The framework is considered robust if variations in

J(X) remain bounded under small perturbations.

3.2 FUZZY REPRESENTATION OF
FORENSIC EVIDENCE

Let E = {el, €, wen en} denote the set of forensic

evidence extracted from heterogeneous sources such
as system logs, network traces, and user activity
records.

Each evidence e, is associated with a fuzzy

membership degree uiE[O, 1], representing the degree

of confidence in its validity, and an uncertainty spread
GiE[O, 1], capturing ambiguity due to noise,

incompleteness, or potential manipulation.
Each evidence element is represented as a tuple:

ez = (ui' Gi' Ti)
where T, denotes the temporal attribute associated with

the evidence.

3.3 FORENSIC SCENARIO SPACE
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Let X denote the space of all feasible forensic
scenarios. A scenario X€X represents a hypothesized
reconstruction of events consistent with observed
evidence.

Each scenario induces a mapping:

w(X),  o(X)
reflecting the compatibility of evidence e, with

scenario X.

3.4 RESILIENCE-AWARE OBJECTIVE
FUNCTIONAL

We define a composite objective functional that
integrates evidence strength, uncertainty

minimization, and consistency enforcement:

n n
max JOO= B w00 - @ X o) pren -
where:
e oa>0 is the wuncertainty penalization
parameter,

e [3 > 0 controls the influence of inconsistency,
e Y(X) quantifies inter-evidence inconsistency.

3.5 INCONSISTENCY MODELING

In forensic reconstruction, inconsistencies arise when
multiple evidence elements contradict each other in
temporal, logical, or contextual dimensions.

Definition 2  (Pairwise The
inconsistency between two evidence elements e, and

Inconsistency).

ej under scenario X is defined as:
P00 = w0 — w0800
where:
° WUE[O, 1] is the interaction weight,

° Sij(X) is a contradiction indicator function
incorporating temporal and logical constraints.

Definition 3 (Global Inconsistency Functional).

Y =3 T ¥,

i=1j=i+1

WWW.jptm.in
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This formulation ensures that mutually contradictory
evidence reduces the overall objective value, thereby
enforcing consistency.

3.6 RESILIENCE AGAINST ADVERSARIAL
PERTURBATIONS

To account for adversarial manipulation, we introduce
perturbation-aware uncertainty modeling.
Let € denote an adversarial perturbation applied to

evidence e. The perturbed membership becomes:

H=H + €
Definition 4 (Resilience Condition). A forensic
reconstruction framework is said to be resilient if:

pax) -1 @|< el
for some bounded constant k > 0.
This condition guarantees that small adversarial

manipulations do not significantly degrade
reconstruction quality.

3.7 PROBLEM STATEMENT

The forensic reconstruction problem is thus

formulated as:

Find X €X such that](X*) = I;I(la)?( J(X)
€

This constitutes a nonlinear, non-convex optimization
problem requiring robust metaheuristic strategies for
practical computation.

4 THEORETICAL ANALYSIS

In this subsection, we establish fundamental properties
of the proposed objective functional, including
boundedness, existence of optimal solutions, and
stability under adversarial perturbations.

4.1 BOUNDEDNESS OF THE OBJECTIVE
FUNCTIONAL

Theorem 1 (Boundedness). Let ui(X), oi(X)E[O, 1] for
all i =1,..,n, and assume WUE[O, 1]. Then, the

objective functional J(X) defined in Eq.(1) is
bounded.
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Proof. Since ui(X)E[O, 1], we have:

0y ui(X)Sn.
i=1
Similarly, since Gi(X)E[O, 1]:

n
0 <) o(X)=n
i=1

For the inconsistency term, observe that:

1w, () — 1w (OI=1,
and since WUE[O, 1] and (‘Sij(X)E[O, 1], we obtain:

0< ljJi],(X )<1.

Thus:

0<w(x) <
Therefore, the objective function satisfies:

—an — Bﬂz_llS](X)Sn.

Hence, J(X) is bounded. -

4.2 EXISTENCE OF OPTIMAL SOLUTION

Theorem 2 (Existence of Maximizer). Assume that the
feasible set X is compact and that ui(X) and oi(X) are

continuous functions over X. Then, there exists at least
one optimal solution X *EX such that:

J(&X) = max J(X).
Proof. The objective functional J(X) is composed of
finite sums of continuous functions ui(X), ci(X), and
L|Jij(X ), each of which depends continuously on X by

assumption. Hence, J(X) is continuous over X.
Since X is compact and J(X) is continuous, the
extreme value theorem guarantees that J(X) attains its

maximum at some X €X.
Therefore, an optimal solution exists. °

4.3 STABILITY UNDER ADVERSARIAL
PERTURBATIONS
Theorem 3 (Perturbation Stability). Let

ui(X) = ui(X) + € denote perturbed memberships

WWW.jptm.in
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with || €| < &. Then, the change in the objective

functional satisfies:

J(X) — J(ICS,
for some constant C > 0.
Proof. Consider the perturbed objective:

J (0 =5, +€) — ago, - B (X).
The first term satisfies:

2

L

< né.

For the inconsistency term, observe that:
= = (= w)I=le] + e |=26.

Thus:
n(n—1)

¥ (X) — Y(X)[<B - =

- 26.
Combining terms, we obtain:
|]€(X) — J(X)|<nd + Bn(n — 1)8§ = C§,

for some constant C > 0.
Hence, the objective Lipschitz
continuous with respect to perturbations, establishing

functional is
stability. =

This result establishes Lipschitz continuity of the
objective functional with respect to adversarial
perturbations, in

ensuring robustness guarantees

uncertain forensic environments.

4.4 MONOTONIC
PROPERTY

IMPROVEMENT

Theorem 4 (Monotonic Fitness Improvement). Under
elitist selection, the sequence of best objective values

X (t))} is non-decreasing over iterations.
Proof. At each iteration, candidate solutions are
updated only if their fitness improves. Therefore, the
best solution at iteration t + 1 satisfies:

JE 2.
Hence, the sequence is monotonic non-decreasing. =
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5 RESILIENCE-AWARE
ADAPTIVE FUZZY
OPTIMIZATION

The optimization problem defined in Eq. (1) is
and

HYBRID

nonlinear, non-convex, involves complex
interdependencies arising from uncertainty and
inconsistency modeling. Classical optimization
techniques are inadequate due to the absence of
gradient information and the presence of adversarial
perturbations.

To address these challenges, propose a
Resilience-Aware Adaptive Fuzzy Hybrid Optimization
Algorithm  (RA-FHOA), which integrates the
exploration capability of Differential Evolution (DE)
with the exploitation dynamics of Grey Wolf
Optimization (GWO), governed by an adaptive fuzzy

control mechanism.

we

5.1 SOLUTION ENCODING

Each candidate solution represents a forensic scenario:
X = (xl, X,y een xd)EX

where each component encodes a decision variable

associated with evidence alignment, temporal

ordering, or attribution.

5.2 POPULATION INITIALIZATION

An initial population {X](CO)}I:= L is generated using a

stratified random scheme to ensure coverage of the
feasible space:

XO~u(x)

The fitness of each solution is evaluated using the
objective functional J(X).

5.3 DIFFERENTIAL EVOLUTION PHASE
(EXPLORATION)

To promote global exploration, mutation is performed

as:
®

Ve

_ v® ® O L ®
- Xrl +F (XrZ Xr3)

WWW.jptm.in
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where:
e rl1,r2,r3 are distinct indices,

o FDisthe adaptive scaling factor.

Crossover is applied to generate trial vectors:

® _ O . ® ©® .
Uk,j = {Vk’j, if randj < CR Xk’j, otherwise
Selection follows:
X = @, if ) > Jx?) X, otherwise

5.4 GREY WOLF OPTIMIZATION PHASE
(EXPLOITATION)

The top three solutions are denoted as a, 3, and 6.
Position updates are defined as:
Da=|C1.X0(_Xk|' X1=X(x_A1.Dot
DB=|CZ-XB—Xk|, X2=XB—AZ-DB
Dy=1C,- XX, X, =X;—A,- D,
(t+1) _ X1+X2+X3
k - 3
where Al, and Ci are coefficient vectors controlling

X

convergence.

5.5 ADAPTIVE
MECHANISM

FUZZY CONTROL

To balance exploration and exploitation under
uncertainty, algorithmic parameters are dynamically
adjusted using a fuzzy inference system.

Input Variables:

G_(t)

° : average uncertainty across population

o A ©, improvement rate of objective function

Output Variables:
®

e F” :mutation scaling factor
o ( R(t) : crossover rate
t
° a( ) : GWO convergence parameter

Fuzzy Rules (illustrative):
e [F uncertainty is high AND improvement is
low THEN increase exploration
e [F uncertainty is low AND improvement is
high THEN increase exploitation
The fuzzy inference system is defined as:
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(F(t), CR(t), a(t)) _ F(o_(t), A](t))
5.6 RESILIENCE-AWARE FITNESS
ADJUSTMENT
To enhance robustness against adversarial

perturbations, the fitness function is regularized:
]r(X) =JX) - 7\'||VJ(X)II

where V J (X) estimates sensitivity to perturbations.
5.7 ALGORITHM OUTLINE

1. Initialize population {X I({O)}

2. Evaluate J(X I({O))

3. fort=1toT:
Apply DE mutation and crossover

e Perform selection

e Update elite solutions (a, 3, 6)

e Apply GWO position updates

e Compute 0‘@, A ®

e Update parameters via fuzzy controller

Evaluate resilience-aware fitness J r(X )

4. return best solution X

5.8 COMPUTATIONAL COMPLEXITY

The overall computational complexity is:
OT-N-d+T-N)
where:
e T is the number of iterations,
e N is the population size,
e d is the dimensionality of the solution space.

5.9 CONVERGENCE DISCUSSION

While global optimality cannot be guaranteed due to
non-convexity, the hybridization of DE and GWO
ensures:
e sufficient exploration of the search space,
e convergence toward high-quality regions,
e robustness under uncertainty through adaptive
control.

WWW.jptm.in



Emerging Trends in Science & Technology Vol-I

6 EXPERIMENTAL EVALUATION
AND VALIDATION

This section evaluates the effectiveness, robustness,

and practical applicability of the proposed
Resilience-Aware Adaptive Fuzzy Hybrid
Optimization Algorithm (RA-FHOA) for cyber

forensic evidence reconstruction. The evaluation is
conducted under realistic and adversarial conditions to
the superiority of the
framework over existing approaches.

demonstrate proposed

6.1 EXPERIMENTAL OBJECTIVES

The experimental study is designed to address the
following research questions:
e RQI1: Can the proposed framework accurately

reconstruct ~ forensic  scenarios  under
uncertainty?

e RQ2: How robust is the model against
adversarial perturbations such as log
tampering?

e RQ3: Does the adaptive fuzzy control
mechanism  improve convergence and
stability?

e RQ4: How does the proposed method
compare with state-of-the-art approaches?

6.2 DATASETS

6.2.1 CERT Insider Threat Dataset

The CERT dataset is used as the primary benchmark.
It contains realistic user activity logs, including:

e login/logout records,

e file access events,

e cmail communication logs,

e device usage patterns.

6.2.2 Synthetic Adversarial Log Dataset

To simulate adversarial conditions, a synthetic dataset
is generated with controlled perturbations:

e Log Injection: insertion of false events,

e Log Deletion: removal of critical evidence,
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e Timestamp Manipulation: temporal
inconsistency introduction.
The perturbation intensity is controlled by parameter

€€[0,0.5].

6.3 BASELINE METHODS

The proposed method is
following approaches:

compared against the

Bayesian Network-based Forensic Inference
Graph-based Attack Path Reconstruction
Classical Fuzzy Inference System (FIS)
Genetic Algorithm (GA)-based Optimization
Differential Evolution (DE) without fuzzy
adaptation

6.4 EVALUATION METRICS
To comprehensively assess performance, multiple
metrics are employed:

6.4.1 Reconstruction Accuracy
A __ _Correctly Reconstructed Events
ceuracy = Total Events
6.4.2  Consistency Score
Consistency = 1 — l;X)
6.4.3  Robustness Index
Robust — 1 -] (0]
opustness = 700
6.44  Convergence Rate

Measured as the number of iterations required to reach
95% of the maximum objective value.

6.5 EXPERIMENTAL SETUP

6.5.1 Implementation Details

The CERT dataset was preprocessed by extracting
chronological event sequences from user activity logs.
Each log entry was mapped into a structured evidence
tuple (ui, c, ri) as defined in Section 3.

Fuzzy Mapping: Membership values W were

computed based on event reliability using normalized

WWW.jptm.in
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frequency and anomaly scores. Specifically, events
consistent with historical patterns were assigned
higher membership values, while rare or suspicious
events received lower values.

Uncertainty o, was estimated using entropy-based

measures derived from event variability and missing
information. Higher uncertainty was assigned to
incomplete or temporally inconsistent logs.

Inconsistency Modeling: The contradiction indicator
8ij(X) was computed using temporal ordering

violations and logical conflicts between events.
Interaction weights w,; were derived from correlation

strength between evidence sources.
Implementation ~ Environment:  The  proposed
RA-FHOA algorithm was implemented in Python
using NumPy for computation. All
experiments were conducted on a system with Intel i7
processor and 16GB RAM.

Reproducibility: Each experiment was repeated over

numerical

30 independent runs with different random seeds. The

reported results correspond to the average
performance.
Population size: N = 50
Maximum iterations: T = 200
Initial parameter ranges:

Fe[0.4,0.9]

CRe[0.5,0.9]
Weight parameters:

a=0.6, =08 A=0.3

All experiments are conducted over 30 independent
runs to ensure statistical reliability.

6.5.2 Experiment 1: Reconstruction Performance

This experiment evaluates the ability of each method
to reconstruct the correct forensic scenario under
normal conditions.

Observed Results: The proposed RA-FHOA achieves
higher reconstruction accuracy due to its integrated
modeling of uncertainty and inconsistency.

6.5.3 Experiment  2: Robustness  Under

Adversarial Perturbations
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Perturbation intensity € is varied from O to 0.5. The
robustness index is computed for each method.

Key Insight: Traditional methods degrade significantly
as € increases, whereas the proposed model maintains
stability due to resilience-aware optimization.

6.5.4 Experiment 3: Ablation Study

To evaluate the contribution of each component, the
following variants are tested:

Without fuzzy adaptive control
Without inconsistency penalty (B = 0)
Without resilience term (A = 0)
Observation: Each component
significantly to performance, validating the necessity
of the integrated framework.

contributes

6.5.5 Experiment 4: Convergence Analysis

The convergence behavior of the proposed method is
compared with DE, GA, and GWO.

Observed Behavior: RA-FHOA demonstrates faster
stable convergence due to adaptive
parameter tuning.

and more

6.6

A paired t-test is conducted to validate the statistical
significance of performance improvements:
HO: No significant dif ference

STATISTICAL VALIDATION

Hl: Proposed method is superior

The paired t-test yielded p-values below 0.05 across
all comparisons (average p = 0.013), confirming
statistical significance.

6.7 PARAMETER
ANALYSIS

To evaluate the sensitivity of the proposed framework

SENSITIVITY

to key parameters, we varied a, B, and A within
predefined ranges while keeping other parameters
fixed.

It that
consistency but may reduce reconstruction accuracy

was observed increasing [3 improves

when overly emphasized. Similarly, higher values of o

increase robustness against uncertainty but can
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suppress useful evidence signals. The parameter A
controls perturbation sensitivity and plays a critical
role in adversarial settings.

the stable
performance across a broad range of parameter values,
indicating robustness of the proposed formulation.

Overall, framework  demonstrates

6.8 RESULTS AND DISCUSSION

The reported numerical values correspond to the
average over 30 independent runs. Standard deviation
was observed to be below 0.02 across all experiments,
indicating stable performance.
The experimental results demonstrate that:
e The proposed method achieves superior
reconstruction accuracy across all datasets.
e [t exhibits strong robustness under adversarial
perturbations.
e Adaptive fuzzy control significantly enhances
convergence behavior.
e The resilience-aware formulation effectively
mitigates the impact of manipulated evidence.
Overall, the proposed framework provides a reliable
and scalable solution for cyber forensic reconstruction
in adversarial environments.

TABLE 1
Reconstruction accuracy comparison across different
methods
CERT Syntheti
Method ynthetic Average
Dataset Dataset
Bayesian Network 0.78 0.72 0.75
Graph-Based
0.81 0.76 0.785
Method
Fuzzy Inference 0.83 0.79 0.81
System
Genetic Algorithm 0.86 0.82 0.84
Differential 0.88 0.84 0.86
Evolution
RA-FHOA
0.93 0.90 0.915
(Proposed)

The results in Table 1 indicate that the proposed
RA-FHOA framework consistently outperforms
baseline methods across both datasets. The observed
improvement is attributed to the joint optimization of
evidence confidence, uncertainty penalization, and
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inconsistency minimization, which enables more
coherent reconstruction of forensic scenarios.

TABLE 2
Robustness index under varying perturbation levels
Method €=0.1]e=0.2]e=03|e=04|€e=0.5
Bayesian 1 g0 | 080 | 070 | 060 | 052
Network
Graph-Base
91 . . . .

d Method 09 0.83 0.75 0.66 0.58
Fuzzy 093 | 08 | 079 | 071 | 063
System

Differential | o, | 083 | 082 | 075 | 068

Evolution

RA-FHOA 0.96 0.92 0.88 0.83 0.78

(Proposed)

The robustness analysis presented in Table 2

demonstrates that the proposed method maintains
significantly higher stability under increasing
adversarial perturbations. Unlike baseline approaches,
which exhibit rapid degradation, RA-FHOA preserves
performance due to the resilience-aware objective
formulation that explicitly accounts for perturbation

sensitivity.
TABLE 3
Ablation analysis of key components
Model Variant Acc;lrac Robustness
Without Fuzzy Control 0.87 0.75
thoat1l -
Without Inconsistency 0.85 0.72
Term
Without Resilience 0.84 0.70
Term
Full Model (RA-FHOA) 0.93 0.88

The ablation results in Table 3 confirm that each
component of the proposed framework contributes
meaningfully to overall performance. In particular,
removing the inconsistency term leads to a notable
decline in robustness, highlighting its critical role in
enforcing logical coherence among evidence sources.
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Figure 2: Convergence behavior of RA-FHOA compared
with DE and GA
Figure 2 illustrates that RA-FHOA achieves faster
convergence while avoiding premature stagnation.
This behavior is a direct consequence of the adaptive
fuzzy control mechanism, which dynamically balances
exploration and exploitation.

Robustness Index

0.6 | |- RA-FHOA -—=— Bayesian | ]

—+— Fuzzy System

|
0.25 0.3 0.35
Perturbation Level €

I
0.1 0.15 0.2 0.4

Figure 3: Robustness comparison under increasing
adversarial perturbations
Figure 3 further wvalidates the resilience of the
proposed approach, showing a gradual degradation
trend compared to steep declines observed in baseline
This confirms the effectiveness of
incorporating perturbation-aware modeling into the

ui

RA-FHOA
Figure 4: Consistency score comparison across different
methods

Overall, the experimental findings demonstrate that
the proposed framework provides a robust and
consistent solution for cyber forensic reconstruction in

methods.

optimization process.

1

0.9+

Consistency Score
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Graph
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adversarial environments.
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7. CONCLUSION

This Chapter presented a resilience-aware fuzzy
optimization framework for cyber forensic evidence
in adversarial The
evidence

reconstruction environments.
proposed approach
modeling, inconsistency-driven objective formulation,
and adaptive hybrid optimization within a unified

framework. By explicitly incorporating uncertainty,

integrates  fuzzy

inter-evidence  contradiction, and perturbation
resilience into the reconstruction process, the method
addresses key limitations of existing probabilistic,
graph-based, and fuzzy systems.

Theoretical established
properties of the proposed formulation, including

boundedness of the objective functional, existence of

analysis fundamental

optimal solutions, and stability under adversarial
perturbations. The adaptive hybrid optimization
algorithm, combining Differential Evolution and Grey
Wolf Optimization with fuzzy parameter control,
demonstrated effective balance between exploration
and exploitation in complex search spaces.

Experimental results on real-world and adversarial
datasets confirmed that the proposed framework
achieves superior reconstruction accuracy, improved
consistency, and enhanced robustness compared to
baseline methods. In particular, the integration of

inconsistency ~ modeling and  resilience-aware
optimization  proved critical in  maintaining
performance under manipulated and incomplete

evidence conditions.

Despite these contributions, certain limitations remain.
The computational complexity increases with the
number of evidence due to pairwise
inconsistency evaluation, and the current framework
relies on predefined parameter settings that may
require tuning for different application scenarios.

sources

Future work will focus on scalable inconsistency
modeling strategies, incorporation of learning-based
parameter adaptation, and extension of the framework
to real-time forensic analysis in large-scale distributed
Additionally, integrating explainability
enhance of

systems.

mechanisms  to interpretability
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reconstructed scenarios presents a promising direction
for practical deployment.

Overall, the proposed framework provides a robust
and flexible foundation for advancing cyber forensic
analysis under uncertainty and adversarial conditions.
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